
 

 

 

  

  

Its No April Fools Corona Virus Scams Continue 

To Be Reported Across Sussex 

 

 

 

Wednesday 1st April 2020 
 
News and Alerts 
 
 
It's no April Fools Corona Virus scams continue to be reported across 
Sussex 
 
The majority of reports are related to online shopping scams where people 
have ordered protective face masks, hand sanitiser and other products, which 
have never arrived. 
 
Some of the tactics being used in phishing emails include: 
 
• Fraudsters purporting to be from a research group that mimics the Centre for 
Disease Control and Prevention (CDC) and World Health Organisation (WHO). 
They claim to provide the victim with a list of active infections in their area, but 
to access this information the victim needs to either click on a link which 
redirects them to a credential-stealing page or make a donation of support in 
the form of a payment into a Bitcoin account 
 
• Fraudsters providing articles about the virus outbreak with a link to a fake 
company website where victims are encouraged to click to subscribe to a daily 
newsletter for further updates • Fraudsters sending investment scheme and 
trading advice encouraging people to take advantage of the coronavirus 
downturn 
 
• Fraudsters purporting to be from HMRC offering a tax refund and directing 
victims to a fake website to harvest their personal and financial details. The 
emails often display the HMRC logo making it look reasonably genuine and 
convincing 
 
Stay safe and don't fall victim to coronavirus fraudsters - if you have been 
victim to fraud, or for further advice, you can report fraud to Action Fraud UK 
 
You can protect yourself by: 

https://www.actionfraud.police.uk/
https://intheknow.community/
http://www.sussex.police.uk/
https://twitter.neighbourhoodalert.co.uk/images/msgTypes/Mt13P5.jpg


 
• Watching out for scam messages - don’t click on the links or attachments in 
suspicious emails and never respond to unsolicited messages and calls that 
ask for your personal or financial details 
 
• When shopping online, if you’re making a purchase from a company or 
person you don’t know and trust, carry out some research first, and ask a friend 
or family member for advice before completing the purchase. If you decide to 
go ahead with the purchase, use a credit card if you have one as most major 
credit card providers insure online purchases 
 
• Protecting your devices from the latest threats - always install the latest 
software and app updates to protect your devices from the latest threats. The 
National Cyber security Centre offers advice on looking after your devices. 
 
Sussex Police's Operation Signature offers further information on how to keep 
yourself safe from unwanted callers and other approaches. 
 
The NHS and Public Health England websites offer the latest health 
information and advice about Covid-19. 
 

 

Message Sent By 

Eastbourne, Lewes and Wealden team (Police, Prevention team, Sussex) 

 

To reply or forward this email please use the buttons below or these links: Reply, Rate, Forward / Share. 

https://www.ncsc.gov.uk/guidance/securing-your-devices
https://www.ncsc.gov.uk/guidance/securing-your-devices
https://www.sussex.police.uk/advice/advice-and-information/wsi/watch-schemes-initiatives/os/operation-signature/
https://www.nhs.uk/conditions/coronavirus-covid-19/
https://www.neighbourhoodalert.co.uk/static_pages/email_reply.asp?auth_key=6ef82af2988c91f9739791847b3a2056&clean_encode=false
https://www.neighbourhoodalert.co.uk/static_pages/rate_message.asp?auth_key=6ef82af2988c91f9739791847b3a2056&clean_encode=false
https://www.neighbourhoodalert.co.uk/static_pages/email_share.asp?auth_key=6ef82af2988c91f9739791847b3a2056&clean_encode=false


 

 

 

 

 

 

 

 

 

  

To login to your account, click here, To report a fault, click here 

 

 

 

  

 

You are receiving this message because you are registered On In The Know - Surrey and Sussex. Various organisations are 

licenced To send messages via this system, we call these organisations "Information Providers". 

 

Please note that this message was sent by Sussex Police. 

 

You can instantly review the messages you receive and configure which Information Providers can see your information by 

clicking here, or you can unsubscribe completely, (you can also review our terms and conditions and Privacy Policy from these 

links). 

 

This e-mail communication makes use of a "Clear Image" (gif) to track results of the e-mail campaign. If you wish to turn off 

this tracking for future e-mails, you can do so by not downloading the images in the e-mail itself. 

  

 

https://member-admin.neighbourhoodalert.co.uk/169/admin-area
https://www.neighbourhoodalert.co.uk/static_pages/report_a_fault.asp?auth_key=6ef82af2988c91f9739791847b3a2056&clean_encode=false
https://www.neighbourhoodalert.co.uk/static_pages/email_unsubscribe.asp?auth_key=6ef82af2988c91f9739791847b3a2056&clean_encode=false
https://www.neighbourhoodalert.co.uk/static_pages/email_unsubscribe.asp?auth_key=6ef82af2988c91f9739791847b3a2056&clean_encode=false
https://www.neighbourhoodalert.co.uk/static_pages/email_reply.asp?auth_key=6ef82af2988c91f9739791847b3a2056&clean_encode=false
https://www.neighbourhoodalert.co.uk/static_pages/rate_message.asp?auth_key=6ef82af2988c91f9739791847b3a2056&clean_encode=false
https://www.neighbourhoodalert.co.uk/static_pages/email_share.asp?auth_key=6ef82af2988c91f9739791847b3a2056&clean_encode=false
https://www.neighbourhoodalert.co.uk/pa/6ef82af2988c91f9739791847b3a2056
https://www.neighbourhoodalert.co.uk/static_pages/email_unsubscribe.asp?auth_key=6ef82af2988c91f9739791847b3a2056&clean_encode=false
https://www.neighbourhoodalert.co.uk/
https://www.neighbourhoodalert.co.uk/CyberEssentials

