he knoy ActionFraud

Surre and Sussex National Fraud & Cyber Crime Reporting Centre
"= 0300 123 2040 “s"»"s

Priority: [5]

Courier Fraud Alert

N

CRIME PREVENTION

Courier Fraud, Bogus Police and Bank Officials
Alert

What you need to know

Individuals have been receiving phone calls from people claiming to be a police officer
or banking official

The suspect will say either:

e There has been fraudulent activity at the victims’ bank and the staff at the
bank are involved, the victim is then asked to withdraw money to either keep
it safe or assist the police with their investigation

e A business such as a jewellers or currency exchange is fraudulent and they
require the victims’ assistance to help secure evidence by purchasing jewellery
or exchange a large amount of currency to hand over to the police

e The victims’ card has been compromised and used to purchase goods by a
suspect, the victim is requested to withdraw their money to keep it safe or
hand over their bank card to the police

What you need to do

Your bank or the police will never:

Occasionally the victim will be told to dial a non-emergency extension of ‘161’ to
receive confirmation of the individual’s bogus identity, the bogus official will advise
the victim to lie about the reason for the withdrawal or purchase if challenged by
staff, as the staff member is involved in the fraud
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A courier attends the victim’s home address to collect the goods the same day Often
the victim is given a code word for the courier as a way of authentication

e Phone and ask you for your PIN or full banking password

e Askyou to withdraw money to hand over to them for safe-keeping

e Askyou to transfer money out of your account

e Send someone to your home to collect cash, PINs, cards to cheque books
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You are receiving this message because you are registered On In The Know - Surrey and Sussex. Various organisations are
licenced To send messages via this system, we call these organisations "Information Providers".

Please note that this message was sent by Action Fraud (NFIB) and that Action Fraud (NFIB) does not necessarily represent

the views of In The Know - Surrey and Sussex or other Information Providers who may send you messages via this system.

You can instantly review the messages you receive and configure which Information Providers can see your information by
clicking , Or you can completely, (you can also review our terms and conditions and Privacy Policy from these
links).

This e-mail communication makes use of a "Clear Image" (gif) to track results of the e-mail campaign. If you wish to turn off
this tracking for future e-mails, you can do so by not downloading the images in the e-mail itself.
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